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A Framing Techniques
Character Count
Flag bytes with byte Stuffing
Bit stuffing

A Error -Correcting Codes
Ha mmi rCgdes

A Error -Detecting Codes



Error-Detecting Codes

Calculation of the:

1101011011

1. Sender and receiver agree on a gener g _—_—_—G
polynomial , degree : prend

1100001010
10011/ 11010110110000

A Ex. G(X) =X¥+x+x%i.e.10011 Leort]
1. Generator polynomial must start a T
end with 1 Teoord
2. Appendr zero bits to the frame M(x) a B B
divide it by G(x) 1o
3. Subtract the remainder from the 1o
dividend. This is T(x) the transmitted FEEY

bitS 10100

10011

01110

4. If T(X)+E(X) Is received, error occurred

Remainde
1104

A Complex calculation but a simple shift EEEEG—_—_—GSGCGCGG,
register circuit is used in hardware.



Error Detection
7 [T(X)+EMX)]/G(X) = T(X)/G(X)+ E(X)/G(X) =0 +
E(X)/G(X
7 1f E(X)/G(X) # 0

How to select a good G(x)?
If G(X) has at least two terms all single-brrors will be
detected.

If G(X) has at least one factor with 3 terms all double bit
errors will be detected.

If G(X) has the factor (x+1) any odd number of errors will be
detected.

Any burst of errors can be detected as long as it is less than |



How to select a good G(x)? - Proot

E(X)/G(X)= 0 if E(x) = X

E(x) =(X'+ X)) = xI(x"1+1)
Thus for 2 bits errors will have factors with at most 2

terms
Any G(x) with 3 termswill not divide byxk or (x<+1)



FHow 1o seleel a good G(x ) - Prool

No module 2 polynomial exists which adds odd number of
terms and divides by (x+1)

Assume that E(x) has an odd number of terms and it is
divisible by (x+1), then E(X) can be written as

E(X)= (x+1)/Q(x) and E(1)=(1+1)Q(1) mod 2 =0

But if E(X) has odd number of terms then E(I)= 1+1+1..+1

(odd number of ones) = 1, so no polynomial with a odd
number of terms is divisible by (x+1)

For burst error <k bits ath location from right E(X)=%x
1+ +1). It is not divisible by G(x) which has last term 1
and first termxk



% |IEEE 802:  X32X204x234+x24 X1 X1 x I 10X B+ X T4 xO+ X4+ +X24X+1

v CRGS8: X8+x2+x+1

v, CRG-10: X104 X0+ X2+ x4+ x+1
v, CRG12: X124 )1 xS+ 2+ x+1
v, CRG-16: x164+x154x2+1]

. CRGCCITT : x6+x124x5+1

7 This seemingly complex scheme can be implemented
by very simple hardware [Peterson and Brown,1961]
with X-OR and shift register.

v This I1s the most commonly used Error Handling
mechanism in Networking

v, Six versions of CRC are widely used in link -level
protocols. Ethernet and FDDI networks use CRC -32.
HDLC use CRCCCITT. ATM use CRC-8 and CRC-10.



