
Chapter 5



ÅThe IP Protocol

ÅIP Addresses



The IPv4 (Internet Protocol) header.

Version (1/2 byte) 

ÅCurrently a transition between IPv4 

and IPv6 is going on

IHL(1/2 byte) 

ÅHeader length in 32-bit words

Ånot constant

ÅFrom 20 - 60 bytes, i.e. from 5-15

Type of Service (6 bits +2 unused=1 byte) 

Åthe first 3 flag bits are used for Precedence

ÅThe last 3 for DTR

ÅDelay, Throughput, Reliability

Total Length (2 bytes) 

ÅBoth header and Data

ÅMax 65, 535 bytes

ÅUsually 1500 bytes

Identification (2 bytes) 

ÅDatagram number

ÅIdentical for all fragments of the 

same datagram

DF/MF(3 bits ï1 unused) 

ÅDonôt Fragment ï
ÅIt may force the datagram through a suboptimal path 

to satisfy the requirement

ÅMore Fragment 
ÅAll fragments have it except the last

Fragment Offset (13 bits) 

ÅOffset expressed in byte numbers
Åmax 8192 bytesĄ 8192*8=65536bits (i.e. max 

size of datagram

Time to live (1 byte) 
ÅExpressed in sec ïmax 255
ÅIt prevents datagrams from wandering around 

forever

ÅWhen zero, packet is discarded

Protocol (1 byte) 

ÅTCP or UPD or any other protocol

Åwww.iana.org lists all protocols and their 

assigned number

Header Chtecksum (2 bytes) 

ÅComputed at each hop
ÅLifetime changes at each hop

ÅAdd 1ôs complement of all the 16 half-word  as they 

arrive and takes the 1ôs complement of the result

Source and Destination Address (8 bytes) 

Åindicate the network number

Options (up to 40 bytes) 

Åused to allow subsequent versions of 

he protocol to include information not 

present in the original design

http://www.iana.org/


Some of the IP options.
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. IP address formats


