ARCHITECTURES:

Peer-to- peer (P2P) computing is currently attracting enormous media attention, spurred by the popularity of file-sharing systems such as Napster, Gnutella, and Morpheus. In P2P systems a very large number of autonomous computing nodes (the peers) rely on each other for services.

Peer-to-peer networks are emerging as a new distributed computing paradigm because of their potentials to harness the computing power of the hosts composing the network, and because they make their underutilized resources available to each other. Experts distinguish between pure P2P and hybrid P2P depending on whether all the participating computers are indeed peers.

We also distinguish two types of architectures: 

· Decentralized

· Semi-Centralized

Pure P2P architecture or decentralized is one that does not contain any central point of control or focus. Peers are regarded as being of equal standing and autonomous (i.e independent, intelligent, etc). Data and computation may spread over all the peers, and peers can communicate directly with each other, and hence, are constantly aware of each other, or they may communicate indirectly through other peers.

An indirectly unstructured architecture removes the need for any form of management to enforce a specific network configuration; however, the emphasis and the workload is shifted to the discovery service as changes to the network can happen without the awareness of all the peers.

FreeNet is an example of a system used for distributing files. It is built using an indirect unstructured architecture.

A Hybrid P2P architecture or semi-centralized is one that contains at least one central point of control or focus. The purpose of the control peers can range from the maintenance of strict control over the whole network to simply acting as a central reference point for the remaining peers. In single centralized index server, there exists a single peer that can act as a lookup repository for all the other peers within the network.

This peer may be utilized to maintain an index or a catalog for the available data or processing capabilities on the network. Such a central index node removes the need for a discovery service. When a peer connects to the network it is required to inform the index peer of its location. 

Napster is a typical example. All the peers other than the central server may be either totally autonomous or without autonomy. In the latter case, the peers are essentially controlled by the central node, as in the example of SETI@home. Architectures with multiple server peers may also be contemplated. These may have several advantages including, improvement of systems reliability by removing a potential single point of failure, and performance by distributing the load. If the nodes happen to be physically quite spread out having multiple central nodes could help tackle any loss in Quality-of-Service. (Gianluca Moro, Manolis Koubarakis)

PROPERITIES OF COMPUTER  PEER-TO-PEER
The appropriate P2P architecture is always application-dependent. Its selection is determined by the extent to which the properties of the architecture match those required by the application. A list of the main properties follows:

Reliability: is arguably the most important characteristic of almost all software systems.  

                    Users expectations of quality no longer tolerate software failure on a 

                    regular basis, unreliable software can be costly to end-users and can result 

                    in loss of reputation for the software developers.

Scalability: is the ability of a system to operate without a noticeable drop in performance       

                    despite variability in its overall operational size.

                    For example, would a system originally intended for ten (10) users operate

                    satisfactorily for a thousand users? Scalability within P2P systems is

                    measured along several dimensions, including for example the number of 

                    users using the system and the number of nodes within the system.

                    Therefore scalability should play a significant role when designing a P2P 

                    System.

Security:  represents the ability level of a system to protect itself against accidental or 

                 deliberate intrusion. Ensuring security within P2P systems is more difficult 

                 than with standard centralized server systems. There is always a trade-off 

                 between authenticating your communication partners and sharing information 

                 only with the people you trust, and on the other, supporting the anonymity of 

                 users.

Data Integrity: means that data should become neither corrupt nor invalid due to issues

                           such as concurrency or network problems. Should such a data integrity 

                           problem occur, it could result in systems failure or incorrect business 

                           decisions. Maintaining data integrity is more difficult with P2P system 

                            due to the frequent exchange of data between peers. Data is particularly 

                            susceptible to corruption during transfer, and because of the autonomy 

                            property, multiple inconsistent data version may coexist in the  system.

                            Decision mechanisms are needed to figure out the correct version.

Anonymity: in P2P applications is the ability to hide a user’s identity, but without 

                      Compromising authentication. The anonymity property may extend to the 

                       Data. To hide a user’s identity, pseudonyms rather than IP addresses  can 

be used to identify users. Another approach is to map data communications through disinterested and trusted third party proxies.

Load Balancing: refers to the property which ensures that peers in the system are not 

                             overworked or underused. The goal obviously is to achieve an efficient

                             use of the resources in the system. For example, in a network system

                             composed of several servers to handle requests, the assigned load is as

                             evenly distributed as is possible among the servers.

Peer Discovery: is an important property of a P2P system concerning its ability to 

                            discover the other peers in the network and their available services.

                            Systems that are based on semi-centralized architectures can rely to a 

                            large extent on the central index peer to provide the addresses of other

                            peers in the network. With decentralized architectures the discovery 

                            task is typically spread across all peers. Each peer maintains its own 

                            local cache of known peer addresses. Discovery consists in sending 

                            messages from one peer to the next until the required peer is found.

PEER-TO-PEER USES

When most people think of a P2P network they think of file sharing, such as Napster.  While this is a major part of P2P networking there are many other applications.  Among these applications are instant messaging, distributed search engines, group collaboration, and distributed computing, each of these uses P2P networking in their own unique way.

Perhaps the most famous P2P networking is file sharing.  While Napster is the most popular software used for file sharing there are numerous others that work very similar.  Gnutella is similar to Napster, however it uses third party clients in order to connect to their network.  For a complete list of what Gnutella programs work with what platforms you can check http://en.wikipedia.org/wiki/Gnutella.  KaZaA, MusicCity, and Audiogalaxy are all very similar to Gnutella.  Mojo Nation was the first file-sharing application to use distributed load balancing.  This allows for faster downloads by allowing the user to download a file from multiple users at the same time.  Filetopia is a program that not only offers file sharing, but also incorporates instant messaging, chat, and a distributed search engine.  Freenet is an open-source file sharing program that is completely decentralized with the publishers and users of the information being completely anonymous.  Pointera was the first legal Napster type file sharing software because it allows the sharing of files while enforcing strict copyright laws.  File sharing has become overwhelmingly popular and these are only a few the programs available to share files.

Instant messaging is an everyday use P2P for most people.  The main downside to instant messaging is there are multiple providers available, however not all of them are compatible.  Because of this Microsoft and other providers have joined to form IMunified.  IMunified is trying to develop open standards for instant messaging.  This would make all instant messaging providers compatible.  
The largest provider of instant messaging is America Online’s AIM.  Between AOL’s buddy lists and AIM there are over 65 million users.  Another provider of instant messaging is ICQ.  ICQ was the first instant messaging program, developed in 1996 by Mirabilis it was purchased by AOL in 1998.  However, it is still incompatible with AIM.  Windows Messenger is part of Microsoft Windows XP and a member of IMunified.  Another member of IMunified is Yahoo! Messenger.  Jabber is an example of an open source instant messaging provider mainly used in large enterprises.  Whether being used for work or fun instant messaging is a very useful example of a P2P network.

Unlike most search engines, which use software to search content on public web sites and then form large indexes of sites and pages, distributed search engines search individual computers stopping only when relevant information or files are located.  It does this by starting with one computer querying an x amount of other computers, each of those computers then queries x amount of computers again.  The computers continue to query other computers and returning the gathered information to the original computer until the wanted information is found and the query is canceled.  A few companies offering distributed search engines are JXTA Search, Pandango, and Copernic.

Group collaboration allows multiple users to take part in group projects in real time. Group collaboration uses instant messaging, telephony and video to connect its users.  It also allows for file sharing and some enable multiple users to work on a document at the same time.  A few examples of are Groove Networks, the current leading provider of group collaboration, NetMeeting, Microsoft’s version of group collaboration, and IntraLinks, which allows companies to collaborate outside the enterprise.

Unlike the other P2P applications, distributed computing does not involve sharing files or sending messages, instead it involves sharing your computer.  When your computer is used for a distributed computing project software is installed that runs processing activities when your computer is idle.  The software then uploads the results from the processing to the distributed computing network.  This, along with other computers on the network running the same software, results in processing power similar to large mainframes and supercomputers.  This process is useful with things such as large research projects and corporations.  The largest distributed computing project is SETI@home.  The project has over 3 million participants and analyzes radio waves looking for intelligent life in outer space.  Other providers include United Devices, which include projects for genetic and cancer research, Avaki, Entropia, and DataSynapse.

Peer-to-Peer Security   
Allowing someone access onto your computer in order to share files can be very convenient, however it can also give them easy access to other areas of your computer you don’t want them to have access to.  However there are ways to help prevent this.  For starters most file sharing applications allow the designation of a single folder on the hard drive to be shared.  This folder contains the files the user wishes to share as well as the files they have downloaded.  Other users trying to download files from your computer can only access this one folder.  
Another way to make sure unwanted people can’t view material they’re not supposed to is by using an access control list.  An access control list is a way to control who is allowed to view and download shared material on the P2P network.  This can be set at the file or folder level by allowing or blocking users or IP addresses access to the folder.  Access can also be regulated based on specific circumstances and behaviors.  An example of this is Windows XP sharing and security option.  This allows a user to share or restrict a folder with other users on the network.

Another fear with file sharing is viruses.  The fear is more with the speed of passing the virus on rather than the ease of getting a virus.  If one person accidentally infects their computer the virus can spread rapidly through the network, infecting many others.  This can be avoided by only downloading familiar files and not executable files.  People trying to spread viruses will give them a similar name to what someone may look for.  For example, if they know people will be looking for a file called YMCA.mp3, they will name the file YMCA.exe.  Some even use a technique called wrapping.  With this the file is disguised as a different file type, such as an .exe file being disguised as an .mp3 file.  

With Distributed Computing the user agrees to allow the distributed computing company to run a program on their computer.  The danger in this, even though it’s very low, is that the company would then run an unwanted program on the computer.  However, this can be easily avoided by signing with a large company rather than a small, unknown company.

P2P can also be used to help fight viruses.  Because a file can be transferred among so many users in such a short period of time, anti-virus updates can be spread quickly.  MyCIO.com has developed a system that does this.  It sends anti-virus updates to the first five users on the network, each of which then forwards them onto 5 more users, this process continues until everyone is updated.
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