Lesson 7



Key Terms

connectionless protocol Protocol that does not require the establishment of a connection, nor does it perform error detection or correction. Systems simply transmit their packets to the destination without knowing whether the destination system is ready to accept data or if it even exists. Connectionless protocols do not guarantee delivery of their data, but they operate with a very low overhead that conserves network bandwidth.

connection-oriented protocol Protocol in which two communicating systems establish a connection before they transmit any data. Once the connection is established, the computers exchange packets with complex headers designed to provide error detection and correction. A connection-oriented protocol ensures bit-perfect data transmissions, but at the price of greatly increased overhead.

firewall Software routine that acts as a virtual barrier between a computer and the network to which it is attached. A firewall is essentially a filter that enables certain types of incoming and outgoing traffic to pass through the barrier while blocking other types.

IP (Internet Protocol) address Unique 32-bit numeric address used as an identifier for a device, such as a computer, on a TCP/IP network.

subnet mask In TCP/IP networking, a 32-bit value that specifies which bits of an IP address form the network identifier and which bits form the host identifier.
OSI (Open Systems Interconnection) reference model Theoretical teaching and design aid that splits the data networking process into seven distinct layers, each of which provides specific functions.

packet-switching network Local area networks are sometimes described as packet-switching networks, meaning that the messages generated by each computer are divided up into many pieces called packets that are transmitted separately over the network.

ports In TCP/IP networking, a code that identifies a particular application running on a computer, used to forward incoming traffic to the proper destination process. 

protocols Computers on a network communicate using protocols, which are nothing more than languages that all computers understand.

router Device that connects one network to another.

sockets Combination of an IP address and a port number.

Answers for Knowledge Assessment 

Fill in the Blank

1. firewall

2. Network and Sharing Center

3. router

4. OSI (Open Systems Interconnection) reference model, seven

5. connectionless protocols

6. Ping.exe

7. Nslookup.exe

8. Dynamic Host Configuration Protocol (DHCP)

9. Tracert.exe

10. application and physical

True/False

1. False. Network Diagnostics does not display error messages only; it tells you in clear language what might be wrong and what you have to do to repair the problem.

2. True
3. True
4. True
5. False. Private and domain computers have Network Discovery turned on, and public computers have it turned off.

6. True
7. False. LAN and Internet computers have both hardware addresses and IP addresses.

8. False. The two layers of the OSI reference model that do not have individual protocols associated with them are the session layer and the presentation layer.
9. False. Because the configuration of the Internet is constantly changing, there is no guarantee that the route displayed by Tracert.exe is completely accurate.

10. True

Answers for Review Questions 

1. A hardware address is a data-link layer address coded into a network interface adapter, whereas an IP address is a software setting supplied by the network administrator.
2. On a TCP/IP network, an application issues function calls to an application layer protocol, which packages the application data to be transmitted over the network and passes it down through the layers of the networking stack. At the transport layer, the TCP or UDP protocol encapsulates the application layer data by adding a header containing a port number and passes the packet down to the network layer. At the network layer, IP adds its own header containing the destination address for the packet and passes it down to the data-link layer. At the data-link layer, Ethernet completes the encapsulation process by applying a frame containing the address of a router on the local network.
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