Lesson 8



Answers for Knowledge Assessment Fill in the Blank
Fill in the Blank

1. spyware
2. compressed
3. Windows Firewall with Advanced Security console
4. IPsec
5. Malicious Software Removal Tool
6. Offline Files cache and paging file
7. profiles
8. tunneling

9. notification area
10. green
True/False
1. False. Windows Firewall can prevent attackers from entering your system through the network connection, but viruses can still infect the computer by other means.
2. False. The first appearance of Security Center was in Windows XP Service Pack 2.
3. False. Windows Firewall uses rules, not Windows Defender.
4. True
5. True
6. False. Windows Defender includes real-time protection that can prevent the infiltration of spyware.
7. False. Windows Vista Ultimate edition also includes Parental Controls.
8. True

9. True
10. True 
Answers for Review Questions 

1. A port remains open permanently, while a program exception remains open only as long as the program is running.
2. The Startup category in Software Explorer lists all of the applications that start automatically when Windows Vista loads, whether they load from the Startup group or from the registry. Creators of malware typically design their applications to load automatically, often by clever and sneaky methods. By examining the Startup applications in Software Explorer, you can sometimes identify malware.
Answers for Case Scenarios 

Scenario #1: Using Parental Controls
1. Create user accounts for each of the children.

2. Assign passwords to all user accounts on the computer.

3. Instruct the children to always log on with their own accounts and log off at the end of their sessions.

4. Activate parental controls for each of the three children’s user accounts.

5. Activate the Windows Vista Web Filter for each account, and assign each child an appropriate rating restriction.

6. Use the Time Limits page to schedule non-conflicting computer time for each child.
Scenario #2: Configuring Windows Firewall
You could require IPsec authentication for all incoming communications to TCP port 80, the well-known port for Web server communications. Customers would then be able to authenticate and access the server, while the random, unauthenticated DoS connection attempts are blocked.
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