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P rob lem

• IP  a u th entic a tion no long er enou g h
– Ou tsou rc ing  of c a m pu s d ia lu p servic es
– Fa ster Internet a c c ess th rou g h  c om m erc ia l

ISP s
• Ca b le m od em s, AD SL

– D ista nc e ed u c a tion prog ra m s
– New  servic es requ ire u ser spec ific  Id s



Solu tion for Loc a l Resou rc es

• Au th entic a te u sers in Oh ioLINK pa tron
d a ta b a ses if th ey c om e from  u nknow n
IP  a d d resses

• Give th e a u th entic a ted  u sers’ b rowser a
c ookie th a t is a c c essib le to a ll
Oh ioLINK’s servers

• Keep a ll of th e c ookies in a  d a ta b a se
a nd  w ith  every requ est, va lid a te th e
u ser’s c ookie a g a inst th is d a ta b a se



P roc ess: User E xperienc e

1 .  User requ ests URL from  Oh ioLINK
Server

2 .  If IP  a d d ress inva lid , u ser sent to
c ookie a u th entic a tion form

3 .  User su b m its c red entia ls a nd  is
a u th entic a ted

4 .  User’s b rowser g iven c ookie a nd  is
red irec ted  to orig ina lly requ ested  pa g e



P roc ess: Tec h nic a l View

1 . User su b m its c red entia ls to P E RL CGI
sc ript

2 . Sc ript c h ec ks if pa tron in loc a l pa tron
rec ord  c a c h e, if not pa tron rec ord
requ ested  from  pa tron’s c a m pu s OP AC

3 . After pa tron a u th entic a ted , pa tron
a d d ed  to pa tron d a ta b a se on
a u th entic a tion server if not a lrea d y
c a c h ed .



Tec h nic a l View  (c ont.)

4 . Sec u re one-w a y h a sh  u sed  to c rea te
c ookie

5. Cookie a d d ed  to c ookie d a ta b a se on
a u th entic a tion server a nd  on loc a l
c ontent servers.

6. Response h ea d er g iven b a c k to u ser
w ith  c ookie a nd  Loc a tion red irec t to
orig ina lly requ ested  URL
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System  Arc h itec tu re W W W
Server Config u ra tion

• Apa c h e W W W  Server
– Tw o virtu a l h osts listening  on two ports:

one port for c ookie u sers, one for IP
a u th entic a tion

– M od _rewrite u sed  to a u tom a tic a lly forw a rd
u sers w ith  c ookies to c ookie port

– Cu stom  m od u le u sed  for c ookie va lid a tion



Sec u rity P olic ies

• P a tron rec ord  c h ec ked  to m a ke su re:
– 1 .) not expired ;
– 2 .) not a  c om m u nity b orrower.

• P a trons not d enied  a c c ess b ec a u se of
fines

• Ca c h e pa tron inform a tion to red u c e
nu m b er of insec u re looku ps in pa tron
d a ta b a se



M ore P olic ies

• Tra c k a u th entic a tion fa ilu res
• E a c h  tim e c ookie u sed , it is c h ec ked  to

m a ke su re th e c ookie c ontinu es to
c om e from  th e sa m e a d d ress

• Restric t OP AC pa tron d a ta b a se a c c ess
to Oh ioLINK m a c h ines



M ore P olic ies

• Use P ost requ ests a nd  pa ssword  HTM L
field s

• P riva c y protec tion
– Cookie not a d d ed  to rec ord s in pa tron

d a ta b a se
– User c a n not b e id entified  from  c ookie



P rob lem  -- How  to Ha nd le
Rem ote Resou rc es



Solu tion (In D evelopm ent)

• Send  u sers th rou g h  a  loc a l W W W
server g a tew a y (filtering  proxy)  to
a c c ess rem ote resou rc es

• Au th entic a te g a tew a y u sers w ith  c ookie



Ga tew a ys: Ra tiona le

• P riva c y: Lim its u ser inform a tion g iven to
rem ote vend or

• Selec ted  rem ote vend ors m ig h t provid e
a n a lterna tive solu tion, b u t m a ny w ill not

• By m a nipu la ting  a c c ess to rem ote sites,
va lu e c a n b e a d d ed  to rem ote c ontent.
– a  fra m e c ou ld  b e a d d ed  w ith  loc a l

inform a tion e.g . links to loc a l h old ing s
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Ga tew a y Softw a re

• Using  Apa c h e w ith  m od _perl a nd  LW P
for initia l test

• Any g a tew a y need s two th ing s
– AP I to insert new  proc ess into flow  of

W W W  server
– Reg u la r expression lib ra ry to m od ify

d oc u m ent c ontents



Im plem enta tion Issu es

• Ja va  a pplets
– Conc ern: soc ket c onnec tions to th e rem ote

h ost
– Response: firew a lls m a ke th is u nlikely

• P erform a nc e
– Conc ern: proxy/g a tew a y servers a re

notoriou sly slow
– Response: only opera ting  g a tew a ys for

selec ted  resou rc es



M ore Issu es

• Sec u re c onnec tions (SSL)
– Conc ern: In a  proxy c onnec tion, c a n’t

m od ify c ontents
– Response: Seld om  need ed  or u sed

• P a g e d esig n
– Conc ern: pa g e m ig h t g et red esig ned
– Response: HRE Fs a re a lw a ys form ed  th e

sa m e w a y



Su m m a ry

• Cookie g iven to u sers b a sed  on
a u th entic a tion in loc a l pa tron d a ta b a ses

• Loc a l Resou rc es -- c ookie u sed  b y loc a l
Apa c h e server to provid e a c c ess to
u nrec og nized  IP  a d d resses

• Rem ote Resou rc es -- c ookie u sed  b y
Apa c h e g a tew a y th a t proxies u ser
a c c ess to rem ote vend or system s


