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Problem

4

o |P authentication no longer enough
— Outsourcing jof campus dialup services

— Faster Int[ar ot aCC nroughjcommercial
ISPs
* Cable medems;-ABSL 4

— Dlstance education programs )

T




Solutio-nffor |l ocal Resources

e Authenticate
databases|if
|IP addresse

e Glve the authentlcated users’|browser a
cookie th:
OhIOLlNKééeI‘#eI‘S

 Keep all(;c qy"[/ \:ﬂ/ { abase
and with gvery re date the

user's cookie against this database

ers in ORIOLINK patron
ey come fkom unknown




Proces{g: User Experience

1. User reques OhjoLINK

Server

2. IfIP addrta
cookie a_utflentication form

—_— . 7 .
3. User submits credentials and Is

thenticated———— 7,
4.alLJJseerl’qsIC6‘r‘9)5@j®e/_nfﬁ\oﬁfiand s

redirected to originally requested page

I sent to




Proc--e§_s: Technical View

1. User submits to PERL CGI

script

2. Script chelc if patron inlocal patron
record cache, If not patron record
requested from patron’s campus OPAC

3. After patron authenticated, ?,tron
added t@f i database rg!
authentication server if no already

cached.




Teehpical View (cont.)

4. Secure one- ed to create

cookie

5. Cookie ac{d 0_cookie datapase on
authentication server and on local
content SETVErs. |

6. Response-

with codﬁ‘%ﬁﬂ;ﬁ
originally Tequest




System
Architecture for
Local Resources

Authentication -
Server Q?}\\o ——|
) —

@G&e ——_E

equests for Content
on.Local Servers

Content Returned if User
Cookie found in Database
on Local Content Server

Local OPAC
Patron
Databases

Updates of Cookie
Databases on Local
Content Servers

“WHWW

Local Content
Servers




System Archltecture WWW
Ser ation

 Apache WWW Server

— Two virtual hosts listeningyon two ports:
one port for/cookie, users, @ne for IP
authentication

— Mod_rewr ically forward
users with cookies to cookie pjrt

— CustorPrm dul ‘)e‘used_i)/ _/0\ jk}l?"\'/alidation




Sg_curity Policies

 Patron record checked to make sure:
— 1.) not expi

» Patrons not denied access bgcause of
fines - >
» Cache patrary inforr

et ntife bokivs

database




 Track authentication failures
e Each time copokie used, itis checked to

make sure|the ’ ontinues to




e Use Postr
flelds
* Privacy prec

— Cookie not added to records i‘r} patron
database -

— User caﬂ—net-be-rden{-l-ﬁed—f-renfpookie
OniolINK<
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Solution (In Development)

e Send users thyough a |

server gateway (filtering
access remote resources

* Authenticate gateway users yith cookie




Gateways: Rationale

* Privacy: Limi mation given to
remote velr
e Selectedr iﬂbt provide

an alternative solution, but many will not

By maniri‘ulating access to remote sites,
value can- ontent.
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Architecture for
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Authentication o
Server Q@\ﬂo
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Requests for Content
Remote Servers

Content Returned
with Rewritten URLs

Local OPAC

Patron

Databases

Updates of Cookie
Databases on
Gateway Server

»

Gateway
Server

Forwarded Content
Requests

I

Remote

Vendor System



G—-a;eway Software

e Using Apache
for initial test
 Any gatewa Wao things

— API to insert new process into )Iow of
WWW Server

— Regular@*pressm-ubhagute-?)odlfy
erEHEILINIC

perl and LWP




Imp--l'e{_mentation Issues

e Java applets

— Concern:|sogket connections to the remote
host

— Response: firewalls make this Jmlikely
» Performance 4

— Concern:
notoric

_ Respﬂf:ygl

selected resources

S are

Wi
gl{e ays for



More |ssues

e Secure connecgtions (SSL)

— Concern:|In @ proxy connection, can’t
modify conténts

— Response: Seldom needed orJJsed

» Page design
j _If»ajfgrmed the

— Concern:

— Respofise;)
same way



i Summary

e Cookie given to users based on
authentication in local patron databases

* Local Reso Kieé used by local

Apache _seiver to provide access to
unrecognized P addresses

« Remote sed by

Apache@ﬁ?j@{ p (% ‘lﬁﬁ&er
access to remote Vendor systems




